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## 111110

1. **[IITController / Service / DAO [TTITI*
- Controller [IITIIITIT Ser vice[ITITITIITITITITITIT Mapper/DAO
- Service [IIIITIIITIIIT] HttpServletRequest [J Web [1T1
- DAO/Mapper [QIIITIIIIIIITIT] Service [OII1T]

2. [T
- 110 / APP / [IIIIIIITWEB / APPITIIIIIIIT] Controller [IITTIT] Controller(]

- URL [T
- [T api/<[Ik/<0>
- [T /api/<P/client/<[I>IIIII /client/ [
- [IIIII0O Controller [IIIIID /client/ [IIIF**0 /client/ [IIIIIIID /client/ [IIIIIIIII**IIIIIIIIL]
- MO T T T T T
- [IIIIVapi
- [MIIIVc-apidD /client/ O GlobalFilter [TT]

- T Controller [TTTTTTTTTIIIIITIIIIIIIIT Controller
OO 7 OO




3. I
- RESTful [TIIIIIIITT] POSTHITIIT] @RequestBody [11] body [TTTITIT] GET / PUT / DELETE[TIT] @RequestP

code, message, data }

- [T

- [ Swagger / OpenAPI [T
4. FF[IIITF*

- IIIIIIIIIIIkxonnect + read[]

- [II0 / [IIIIII0 Sentinel / Resilience4j T

- [T

## (1111

5. **[[IICVE [IIII*
- [ pom. xmU [OTTTITTIIIIIT] NVD / Snyk / dependency-check [TTTTTITITIT
- M pom T
- MIITTIIIIIITIICVE - ID O
6. **SQL [Ir**
- mapper XML [IT] SQL[eSelect [ITITTITTIITIIIIIT #{} OIIIO ${} OIIIIID SQL
- ORDER BY [T #{} I asc / desc
- [ WimitITTOTO0 AP OO0m $43 000 limit ${offset} TN 1600 I
- MyBatis-Plus Wrapper [J.last() / .apply() [IITIITITITEN T 16007
7. **[IITIITIIIT*
- [T @PreAuthorize” / "~ @RequiresPermissions™ / [IITIIII[] SecurityConfig [I1T]
- MM /client/ MY OV OO
- [IMIIIIIIIIII ID 010
- [0 /7 APP/ OTITITITITTITTD ID IO token [TITITITITITIII] userId [ITITITIT]
- [T WEB / APPOTITIT] userId OTTTITITTITT # 01
- MM 2 O 07 0001
- [0 ID OVOY IO A 00010 B T T
- [T
8. [T *
- IO 7 IP IO N 00 5 MO
- [IIIM = 8 00N 3 00 / M / OITIIIIITR234560admin123[TTTTTITIT]
- [III0 BCrypt [IIIIIIO MD5 / SHA / [T
- [T 66 0 1 O
- [0 token[ITTIIIIIITIIIIIIIIN token [II1TI
9. **XSS / CSRF**
- XSS [IITTITXssFilter [IITIIIT] renren. xss. enabled=true [JTTITTTTITTIITIT]
- Cookie [IITTITT] CSRF Token[Authorization [I] token [TTTITITITIT]
- [IITT1 Content- Type[IITIITIIT]




1o, **[IITIT*
- IO OToken T TIITIITTITITT0T] 138****1234]
- [T AT
- [T T
## 111111
11, COR[OTIr*
- MO0 result / flag / temp M
- [T IO
niiinnnnnnnnannnnnnnnnnnnnnnnnnnnnnnng
12, RK[ITT*
- [III0 bTO + @Validated + JSR-303 [JIIIIIT Map [IITJ
- [IIIpetById[getOne[flist. get(0) [IIIIIIIIIIIIIITuser. getAddress(). getCity() I
- [MIIIRPC / HTTP / MQUIIIIIIIIIIIIIT CollectionUtils. isEmpty() [TMap [I1] getOrDefault
13, ef[IIrr*
- O catch [IIT] e. printStackTrace() II110 log. error [I11T]
- [IIO @ControllerAdvice + @ExceptionHandler [TTTTTTTITITIT] RuntimeException [IT111]
- [IIIIIMTfinally 10 return{ID try [OII1T]
14, [T
- [TV O is/has/can [T
- [IIII117 260 111110 260 OIMMI0 5 IO
- IIIIIIITITRet M / save [1I / update [1] / remove [I] / delete 1]
## 1111
15, **<[ITII*
- [MIIITIN+1 OIT0I JOINITIIT] INSERT VALUES (...),(...) [0 batch I
- [0 SELECT *[THTITITTITITITITTEXPLAIN [TTITIT]
- LIKE '%keywords' [ITTTITIIITITITESO
- @Transactional [IIIIIIIIIIIITL
16. **<[IIIIIr*
- [T
- [T
- [0 key XTI key DI TIITTIITY (111
17. [T *

- [T Executors. newFixedThreadPool() T

- SimpleDateFormat [IITTIT] DateTimeFormatterController OTTTTITTIIIIII




18. OR[OTI*
- IO [IIIIIITIID try-with-resources [ finally [T
- [T T

## [T

19. F¥[IIIF*
- [M SLF4J + Logback / Log4j2[11] System. out. printinIITTIIIIT]
- [IIITERROR [IIITTITO / WARN [I111] / INFO [TITIT] / DEBUG [ITIITIJ
- [IIIIIIIIrtraceld / userId / [OIIIIIIIITIIIT] log. error("msg", e)

20. **[TTI11 SQLITITIGCO+*
- [ SQLTITIO SQL (111 Druid slowSqlMillis / p6spy[IIII11] 500ms [TTT11T]
- [T ThreadFactory [T / [IIIIIIT Executors [T1T]
I6C I GC [T actuator / micrometer [IITTIIIIIIIIIIIIIRPSH

21, T *
- U A T A T T T T T
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