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CLIAtEps://dependency-check.github.io/DependencyCheck/dependency-check-cli/index.html

CLIATEPE://dependency-check.github.io/DependencyCheck/dependency-check-cli/arguments.html

(IIITITITTTImvn clean install

# [JeliMm

https: //github. com/dependency- check/DependencyCheck/releases/

# 11
dependency-check --updateonly --nvdDatafeed https: //nvdcve. iovhm. com --retireJsUrl

http: //nvdcve. iovhm. com/jsrepository. json

# [
dependency-check --noupdate --failOnCVSS 7 --scan "D: \vpclub\park-baiyun\baiyun-back\**\*, jar"

# [TIIIIIIIIIIIIIIIIIIII
# --noupdate [II110]
# --failOnCVSS 7 [III1[J

# --format CSV , IIThtml, IITIITIkSV

dependency- check --noupdate --failOnCVSS 7 --scan . /target/*.jar --format CSV

# [ITksV[IIIIIIT] CVSSv3 BaseScore [TV IIIITITITIITICVSSv3 BaseSeverity [TTTTIT{ HIGH) [IT CRITICAL)
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goto Win9xApp

‘Win9xGetScriptDir
set SAVEDIR=%CD?%
%60

cd %0\

set BASEDIR=%CD%
cd %SAVEDIR%

set SAVE_DIR=

goto repoSetup

‘WinNTGetScriptDir
for %6%:i in ("%~dp0..") do set "BASEDIR=%%~fi"

rrepoSetup
set REPO=

if "%JAVACMD%"=="" set JAVACMD=C:\Program Files\Java\jdk-17\bin\java

if "%REPO%"=="" set REPO=%BASEDIR%\lib
set CLASSPATH="9%BASEDIR%"\plugins\*;"%REPO%"\*

set ENDORSED_DIR=
if NOT "%ENDCRSED DIR%" == "" set CLASSPATH="%BASEDIR%"\%ENDCORSED DIR%\*;%CLASSPATH%

if NOT "%CLASSPATH PREFIX%" == "" set CLASSPATH=%CLASSPATH PREFIX%;%CLASSPATHY%

@REM Reaching here means variables are defined and arguments have been captured
:endinit

I Dmvn[IT]

N BUNONCM SR [T

dépeéndency-check-maven

maven

tpS:Iidémiral.sonatype.com/artifact/org.owasp/dependency-check-maven

maven REpE:[idependency-check.github.io/DependencyCheck/dependency-check-maven/

maven [[T113.8[11]

JDK 8 [TT1T111110.0. 31111111202 3T T T TICLIT]

[TImvn[]]
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<build>
<plugins>
<plugin>
<groupId>org. owasp</groupId>
<artifactId>dependency- check-maven</artifactId>
<version>12. 1. 3</version>

<configuration>

<'-- [T TS - >

<nvdApiKey>your key</nvdApiKey>
<'-- [ - - >
<autoUpdate>false</autoUpdate>
<! -- nvdcve [IIIIIT] -->
<nvdDatafeedUr1l>https: //nvdcve. iovhm. com</nvdDatafeedUr1>
<l -- retire. js IO -->
<retireJsUr1>http: //nvdcve. iovhm. com/jsrepository. json</retireJsUr1>
<! - - [ - - >
<failBuildOnCVSS>7</failBuildOnCVSS>
</configuration>
<executions>
<execution>
<goals>
<goal>check</goal>
<goal>update-only</goal>
<goal>aggregate</goal>
</goals>
</execution>
</executions>
</plugin>
</plugins>

</build>

[TTICVET]

# (111

mvn dependency- check: update-only

# [ DT O I T




mvn dependency- check: aggregate

# [0 M Maven M DM

mvn dependency- check: check
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.. dependency-check:check

.. dependency-check:help

.. dependency-check:purge

.. dependency-checlk:update-only
m deploy (org.apache.maven.pluginsimaven-deploy-plugin:2.8.2)
i install (org.apache.maven.plugins:maven-install-plugin:2.5.2)

mjar (org.apache.maven.plugins:maven-jar-plugin:3.2.0)

i resources (org.apache.maven.plugins:maven-resources-plugin:3.2.0)

m site (org.apache.maven.pluginsimaven-site-plugin:3.12.1)

m spring-boot (org.springframework.boot:spring-boot-maven-plugin:2.5.2)

m surefire (org.apache.maven.pluginsimaven-surefire-plugin:2.22.2)
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[INFO] Finished Version Filter Analyzer (8 seconds)
[INFO] Created CPE Index (4 seconds)
[
[

ey

INFO] Finished CPE Analyzer (5 seconds)

INFO] False Positive Analyzer (0 seconds)

[1NFO] NVD CVE Analyzer (0 seconds)

[INFO] Sonatype 0SS Index Analyzer (B seconds)

[INFO] Vulnerability Suppression Analyzer (0 seconds)
[INFO] Known Exploited Vulnerability Analyzer (0 seconds)
[INFO] Dependency Bundling Analyzer (8 seconds)

[INFO] Unused Suppression Rule Analyzer (8 seconds)
e —reepsds
[INFO] Writing HTML report to:
LWARNTNG]
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Finished
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One or more dependencies were identified with known vulnerabilities in srs-push:

jackson-core-2.12.3.jar (pkg:maven/com.fasterxml.jackson.core/jackson-core@2.12.3, cpe:2.3:a:fasterxml:jackson-modules-javasg::

jarksan-datahind-2 12 % bdar (nka'maven/cnm fasteryml Gacksnn cnre/diacksan-datahindf? 12 3

rne*? Z-a'fasteryml rdiarcksnn-datahis
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Summary

mEFIAT LT

Display: Showing All Dependencies (click to show less)

Dependency Vulnerability IDs Package Highest Severity CVE Count Confidencet Evidence Count
1.28 jar cpe23a project 12877 pkg g.yami/sr 128 CRITICAL 7 Highest 44
spring-boot-2.5.2 jar cpe:2 3.a vmwarespring_boot:2 5 2.7 ==~ pkg. a. k ing-boot@2.5.2 CRITICAL 2 Highest 38
spring-boot-starter-web-2.5.2 jar cpe:2.3.:a.vmware:spring_boot:2.5.2****** pkg q. boot/! boot-starter-web@2. CRITICAL 2 Highest 36
cpe2. 3 a'web_projectweb:2 5 2:% =% =
spring-context-5 3 8 jar cpe:2 Farpivotal_software'spring_frameworks 3 8:%:%:**=== pkg g pring 538 CRITICAL* 14 Highest 35
cpel 3a spnngsnun:e spring_framework 5 3 8:***=**=
cpe:2 J:avmware:spring_framework:5.3.8:* % =%
spring-core-5.3 8 jar cpe:2 Jarpivotal_software spring_framework53 8% pkg q k/spring-core@5.3.8 CRITICAL* 13 Highest 37
23a spnngsnun:e spring_framework 5.3 8:***=**~
cpe:2.3 a vmware:spring_framewark 5.3.87 %+ 5 m*DL)\:E’JZ\ 1\%
spring-web-5.3.8.jar cpe:2. 3a| plvotal software: spnng framework:5.3.8:%:*:***** pkg; a. kispring-web@5.3.8 CRITICAL* 19 Highest 35
Ja spnngsnurce -spring_framework:5.3.8: il
:pe 2 3 .a vmware:spring_framework:5.3 8> * = ***
cpe:2.3:a:web_projectweb:b.3.8:% % 42 *
spring-webmve-53 8 jar :pe 2 3 a-pivotal_software spring_framework:5 3 8-%*:*** =% pkq, g.spri pring-webmve@s 3 8 CRITICAL™ 14 Highest 37
f gsourcespring_framework 5 3 8:* === ** >
f gframewurkatE"“”“
[ Jaweb_projectwebb 3 5=
tomcat-embed-core-9 048 jar cpe:2 3 a-apachetomcat9 0. 48:=""== pkg; g.apache tomcat bed-core@9.0.4} CRITICAL™ 27 Highest 65
cpe:2 3:aapache_tomcat.apache_tomcat:9.0.48>******
jackson-databind-2.12.3 jar cpe:2 3 afastenxml jackson-databind:2 12, 3:4* % =* pkg;maven/com fasterxml.jackson.core/jackson-databind@2.12.3 HIGH 5 Highest 4
cpe:2 3afasterxmljackson-modules-javag:2 12 3:%=%===*
logback-classic-1.2.3 jar cpe2 3 aqoslogback:1.2 3.7 === =" pkg; qos.logback/legback-classic@1.2.3 HIGH 2 Highest 31
logback-core-1.2.3 jar cpe:2 3.aqoslogback 123" """~ pkg. qos.logback/logback-core@12.3 HIGH 4 Highest 31
hutool-all-5.8.25 jar cpe:2 3:a-hutoolhutool:5.8 25 * %+ ** pkg:maven/cn.hutoolhutool-all@5.8.25 [} Highest 29
jul-to-slf4j-1.7.31 jar pkg:maven/org.slf4j/jul-to-sifdj@1.7.31 0 26
logdj-api-2.14.1 jar cpe:2 3aapachetlogd] 2 14 1-52 2 emr pkg. g.apache logging logdjlogdj-api@2 14 1 0 Highest 42
logdjto-st4j-2 141 jar pka g.apache logging. logdjllogdj-to-sifj@2 14 1 0 40
lombok-1.18.22 jar pkag g.projectiomb 1.1822 0 36
slfdj-api-1.7 31 jar pkg:maven/org sifdj/sifdj-api@1.7 31 0 27
bamnnt ok Al 00 A far e N =nlnian) n 2
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APS://dependency-check.github.io/DependencyCheck/data/mirrornvd.html

ATEPS://github.com/jeremylong/open-vulnerability-cli

version: "3"
services:
open-vulnerability-cli:
image: harbor. iovhm. com/hub/jeremylong/open- vulnerability-data-mirror: v9. 0.0
container name: open-vulnerability-cli
restart: always
privileged: true
ports:
- 8089: 80

environment:

- TZ=Asia/Shanghai

- NVD_API KEY=<your key> # [T

volumes:

- . /cache: /usr/local/apache2/htdocs

# (111

# docker exec -it open-vulnerability-cli /bin/bash

# [T

# /mirror. sh

# [M jsrepository. json [MTTITTITIIITITIIIIIT /cachedT]

# wget

https: //raw. githubusercontent. com/Retirejs/retire. js/master/repository/jsrepository. json

[TImvn[]]

<configuration>

< - - Ml - >

<nvdApiKey>your key</nvdApiKey>
<'-- [y -->

<autoUpdate>false</autoUpdate>
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<l -- nvdcve [IIITI1] -->

<nvdDatafeedUr 1>https: //nvdcve. iovhm. com</nvdDatafeedUr 1>

<l -- retire.js I -->

<retireJsUrl>http: //nvdcve. iovhm. com/jsrepository. json</retireJsur1>

<! -- [T - - >
<failBuildOnCVSS>7</failBuildOnCVSS>

</configuration>

[ITIIT]

https://sonatype.github.io/ossindex-maven/maven-plugin/

mvn org. sonatype. ossindex. maven: ossindex- maven-plugin: audit -f pom. xml
mvn org. sonatype. ossindex. maven: ossindex- maven-plugin: audit- aggregate -f pom. xml
011 #47

0000017 (112025 05:49:11
00001029 112026 16:40:23
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