busybox&&docker[JTTlystem

k&8s T T T Tdockerfile[TTTTTT]

111

harbor. iovhm. com/public/busybox: latest

Dockerfile

FROM harbor. iovhm. com/hub/centos: 7
RUN curl -o /etc/yum. repos. d/Cent0S-Base.repo https: //mirrors. aliyun. com/repo/Centos-7.repo &&

\

sed -i -e ' /mirrors. cloud. aliyuncs. com/d" -e ' /mirrors.aliyuncs. com/d

/etc/yum. repos. d/Cent0S-Base. repo && \

curl -o /etc/yum. repos. d/epel.repo https: //mirrors. aliyun. com/repo/epel-7.repo && \

yum makecache && \

yum install -y which wget openvpn telnet net-tools mariadb openssh-clients && \

yum clean all && \

curl -o /usr/bin/systemctl https: //raw. githubusercontent. com/gdraheim/docker-systemctl-
replacement/master/files/docker/systemctl. py && \
chmod +x /usr/bin/systemctl && \

true

COPY . /entrypoint. sh /root/entrypoint. sh
RUN chmod +x /root/entrypoint. sh

CMD [ "/root/entrypoint.sh" ]

WORKDIR /root



entrypoint.sh

# /bin/bash

set -x

echo "busybox ..."

# L1111 OPENVPN [ITITITT] 1[TTIIIT] OpenVPN [TT]
if [ "${OPENVPN}" == "1" ]; then

echo "start openvpn-client ..."
/usr/sbin/openvpn --config /data/vpclub/ovpn configuration file.ovpn &
# [11 OpenVPN [TJ
sleep 10
else

echo "OPENVPN environment variable not set or not equal to 1. Skipping OpenVPN client

setup. "

fi

# [II111] IP_FORWARD [ITITD 1011110 IP [MO
if [ "${IP_FORWARD}" == "1" 1; then

echo "Enabling IP forwarding..."

echo 1 >/proc/sys/net/ipv4/ip forward

echo "start ip forward ..."

# [T1110 IP_FORWARD RULES
if [ -f "/data/vpclub/IP FORWARD RULES. txt" 1; then

IP FORWARD RULES=$(cat /data/vpclub/IP FORWARD RULES. txt)
else

echo "IP FORWARD RULES file not found. Skipping batch IP forwarding setup."”

continue
fi
# 111 IP 1T
if [ -n "${IP_FORWARD RULES}" ]; then
IFS=$'\n' read -r -d '' -a rules <<<"${IP FORWARD RULES}"

for rule in "${rules[ @] }"; do



# [T

IFS=',' read -r SRC_IP_PORT DEST IP PORT DEST PROTO <<<"$rule"
IFS=":' read -r SRC_IP SRC_PORT <<<"$SRC IP PORT"
IFS=":' read -r DEST IP DEST PORT <<<"$DEST IP PORT"

DEST PROTO=${DEST PROTO: - tcp} # [IIILitcp

# [TPREROUTING[T]
iptables -t nat -I PREROUTING ! -s ${DEST IP}/32 -p ${DEST PROTO} --dport
${SRC _PORT} -j DNAT --to ${DEST IP}: ${DEST PORT}

# [TPOSTROUTING[T]
iptables -t nat -I POSTROUTING -d ${DEST IP}/32 -p ${DEST PROTO} -j MASQUERADE
done
else
echo "No IP FORWARD RULES provided. Skipping batch IP forwarding setup."
fi
else
echo "IP FORWARD environment variable not set or not equal to 1. Skipping IP forwarding
setup. "
fi

echo "success ...

tail -f /dev/null

[TTITTITlopenvpn-client
[TTTIIIIIIITopereptechep U T TTTTTITITITIIITITIIIIII00]

[T 92.168.0.0/24, VPN TV I
Q. ;
0 192 10800/24 %?ﬁmta%%&mw%ﬁ% SSEFAER

(IITITTITIroute-nopull
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202551 6ok¥ethdpull [T

setenv UV _ID e160725c7cfc4f4aaed38a3bB80532a02
setenv UV_NAME thriving-fields-9821

client

dev tun

dev-type tun
remote
route-nopull
nobind

persist-tun

cipher AES-128-CBC
auth SHA1

verb 2

mute 3
push-peer-info

ping 10
ping-restart 60

version: "3"
services:
busybox
image: harbor. iovhm. com/public/busybox: latest
container name: busybox
network_mode: host # [IIIIThost[T} I

privileged: true

restart: always
volumes:
- . /ovpn_configuration file. ovpn: /data/vpclub/ovpn configuration file. ovpn
command: " /usr/sbin/openvpn --config /data/vpclub/ovpn configuration file.ovpn --route-

nopull"

[LITIT]
(T

« [([II[PPENVPN=1
e [F[RORWARD=1
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Key/Value Pair

B

Key/\Value Pair

[Tlconfigmap

EEE &
e OPENVPN 1
EEE =4
e IP_FORWARD 1

HENRRRNNNNRRRRNNNNRRRNNEED

[PTHORWARD_RULES.txt

SRK_IP:SRC_PORT,DST _IP:DST_PORT [][I1T]

0. 0. 0. 0: 6388,10. 100. 156. 69: 6379
0. 0. 0.0:5672,10. 103. 194. 230: 5672
0. 0.0.0:15672,10. 103. 194. 230: 15672

(TOIPLITIITIP

L FEHYAML m e

vk-basic

yk-hS

vk-nginx

vk-rabbitmg

(Active ) yk-redis

yhk-web

& =iE

park-yankuang

park-yankuang

park-yankuang

park-yankuang

park-yankuang

park-yankuang

BiF

10.103.120.2:9536 T 9536/TCP

80tcp-yk-h5 7L 80/TCP

80tcp02 7T 80/TCP

10.103.194.230:5672 1+ 5672/TCP
10.103.194.230:15672 T+ 15672/TCP

10.100.156.69:6386 T 6388/TCP

20tcp-yk-web TE 80/TCP

o VPNAVYpH]€bnfiguration_file.ovpn

[pritunI[ITTTITTITTTTT]

prigE2=3

workload.user.cattle.io/workloadselector=deployment-park-yankuang-vk-basic

workload.user.cattle.io/workloadselector=deployment-park-yankuang-yk-h5

workload.user.cattle.io/workloadselector=deployment-park-yankuang-yk-nginx

workload.user.cattle.io/workloadselector=deployment-park-yankuang-yk-rabbitmg

workload.user.cattle.io/workloadselector=deployment-park-yankuang-yk-redis

workload.user.cattle.io/workloadselector=deployment-park-yankuang-vk-web

B

i
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% 28l park-yankuang  7E;EEHE]: 9 /AT
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park-yankuang busybaox-config
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[ i]
% *

IP_FORWARD_RULES.txt w4 R

0.0.0.0:6388,10.100.156.69:6388

ovpn_configuration_file.ovpn (8] pe nvy p n key

[configmap[IITITTIIT/data/vpclub

Deployment Pod busybox  + FNAH
5% B
=fiE
P4
TR ConfigMap
Pod A L1
vol-h9dui
T EA IR RS ConfigMap™
busybox-config
w2t LT
| =

Deployment Pod busybox + FnEeE

iEA
it
EBERE
P vol-h9dui (ConfigMap)
TES
22 ETX
e

(I11#22
0000017 (1112024 08:44:57
000012 [1]12026 08:06:31

ark-yankuang.devops@vpclub.cn”,
# “organization™ “vpwhdev",

# “server”: “vpn-whdev",

# "wg" false,
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