lINUX[TTTIT]

[LIITITT]

cat /etc/os-release
rpm -qal grep libpwquality

yum -y install libpwquality

vi /etc/security/pwquality. conf

cat /etc/security/pwquality. conf

# [II11B0

minlen = 8

# [IIngn
dcredit = -1

# [T 0

ucredit = -1

# [0 [T

lcredit = -1

# [T ITIT]

ocredit = -1

# T




minclass = 4

# [IITIITITTIT 123456" [
dictpath = /usr/share/cracklib/pw dict

[T

sudo cp /etc/security/pwquality. conf{,.bak. $(date +%F-%T)} && \
sudo tee /etc/security/pwquality. conf >/dev/null <<'EOF'
# [II11B0O

minlen = 8

# [IIngn
dcredit = -1

# [T [ITTT

ucredit = -1

# [T
lcredit = -1

# [T 1111

ocredit = -1

# I

minclass = 4

EOF

i

echo "123456" | pwscore
echo "12345678" | pwscore
echo "123456#Abc" | pwscore

echo "cZ2{sX" | pwscore



echo "oYO{dA5]" | pwscore

[ITIIT]

awk -F: '($7 '~ /nologin| false/) && ($2 '~ /7"[*'1/ || $2 ~ /™\$/ ) {printf "% 12s UID: % 5s
Shell: %s\n", $1, $3, $7}' /etc/passwd /etc/shadow

11 #3
0000131 112025 15:59:02
000012 112026 08:06:31



