openssh[]]

sh (LTI

[Tlopenssl

openss| AGPE://www.openssl.org/source/

# (11

wget https: //www. openssl. org/source/openssl-3. 3. 1. tar. gz

# (11

tar -xvzf openssl-3.3.1. tar.gz

# [0
yum install perl-IPC-Cmd

# [

. /config --prefix=/usr/local/openssl --openssldir=/usr/local/openssl
# --prefix=/usr/local/openssl [IIT]

# --openssldir=/usr/local/openssl [II1]

# [

make -j$(nproc)

# I

make test

# [Ippenssl[IIII] /usr/local/openssl

make install

# (110

/usr/local/openssl/bin/openssl version

opensslus/local/openssl [TTT11]1]libcrypto.so.3 [TTTITIIIIIIT]


https://www.openssl.org/source/

# [T
echo "/usr/local/openssl/1ib64" | sudo tee /etc/1ld. so. conf. d/openssl. conf

# IO
ldconfig

openssh[]]

openssh APETAddn.openbsd.org/pub/OpenBSD/OpenSSH/portable/

# [Ikshd[]
ssh -V
sshd -V

# [ITkshdO
# https: //cdn. openbsd. org/pub/0OpenBSD/0penSSH/portable/

# 2025[P[R3[0
wget https: //cdn. openbsd. org/pub/0OpenBSD/0penSSH/portable/openssh-10. 0p2. tar. gz

# 11
tar -xvzf openssh-10. Op2. tar. gz

# [IGCCIT

yum install gcc

# [rlib[M

yum install zlib-devel

# [Tpam[]

yum install pam-devel

# [T
cp -a /etc/ssh/ /etc/ssh_bak/

# [ OIS SHIOTII TS s LTI

. /configure --prefix=/usr --sysconfdir=/etc/ssh --with-md5-passwords --with-pam --with-zlib


https://cdn.openbsd.org/pub/OpenBSD/OpenSSH/portable/

I TopenssITITTITITITTITopenssIIITiopenssiT]

# [Tbpenss ]

openssl version

# [Tbpenssl[1]

which openssl

(Mepenss [IT1T]
ldd /usr/bin/openssl

# [Tbpenssh[ITITbpenss [I111]
. /configure --prefix=/usr --sysconfdir=/etc/ssh --with-md5-passwords --with-pam --with-zlib --

with-ssl-dir=/usr/local/openssl

# [0

make -j$(nproc)

make install

# [Ibsh(l
ssh -V
sshd -V

# [0
/usr/sbin/sshd -t -f /etc/ssh/sshd_config

# [T

chmod 0600 /etc/ssh/ssh host rsa key
chmod 0600 /etc/ssh/ssh _host ecdsa key
chmod 0600 /etc/ssh/ssh _host ed25519 key

# [T

vi /etc/ssh/sshd config

# [Ishd_configIITIIIIIIIIT]
UsePAM yes

PermitRootLogin yes

# [Isshd_configITTITITIITIT



#GSSAPIAuthentication yes
#GSSAPICleanupCredentials no
#GSSAPIStrictAcceptorCheck yes
#GSSAPIKeyExchange no
#GSSAPIEnablek5users no

# [IBshd[IL]

systemctl restart sshd

# [QIIIIIIIITgjournalctl -xe [IIIIIIIIIIIIIT] libcrypto. so. 3 [J
# I
1n -s /usr/local/openssl/1lib64/1libcrypto. so. 3 /usr/lib64/libcrypto. so. 3

# [Isshd[IITIIIITIIITsimple
vi /usr/lib/systemd/system/sshd. service

# Type=simple

systemctl daemon-reload

# [[kshd[I]

systemctl restart sshd

# [IBsh[I

vi /etc/ssh/ssh config

(MIIITITxshellITITTITThost key[T], ITTxhsellJougMTTTXshell

MIIITIOsshIITIIIIIIITVetc/ssh/ssh_config line 59: Unsuppol
"gssapiauthentication"

# [IIIITTssh[ITsshd

vi /etc/ssh/ssh _config

# 110
# GSSAPIAuthentication yes

([ #24
[T 30 [I1]2023 02:40:58
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